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promoting the ICT Professional

www.iitpsa.org.za
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promoting the ICT Professional

www.iitpsa.org.za

Agenda

. Why SFIA?
. Current Experience
» Looking Ahead

1 SEIA
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Promoting the ICT Professional

www.iitpsa.org.za

Standardised
approach

Consistency

Fairness

SAQA  |IllISFIA

ACCREDITED
PARTNER

3

IP3




—
JITPSA

Current Experience

. Professional Designation (PMIITPSA)
_ IP3 accredited and SAQA registerea
_ Peer Reviews (SFIA Level 9)

. Critical Skills Assessments (South Africa)

. "Assessing each case on its merits” Il SFIA

ACCREDITED
PARTNER
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. Growing our designations:
_ SFIA Level 3 (“Technologist’)
— SFIA Level 7 (“CIO’)

. Need for flexibility in a rapidly changing
environment

SEIA
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. The EU leads the world in legislating
protect and provide access to personal

data with its EU General Data Protection
Regulation (GDPR)

» Replacing the 1995 Data Protection

Directive in May 25, 2018

Who is caught by the GDPR?
» Businesses with an establishmen

-

t in the EU

or that offer goods and services in the EU,
or that monitor the behaviour of
individuals in the EU may need to comply

» Significant penalties for non-compliance =>
fines up to 20 million Euros or 4 per cent of

global turnover
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Require businesses to ta

Accountability and gov
principles.

ke appropriate technical and organisation

ernance - Accounta

bility principle in GDPR Artic

enhanced measures including:

e Data minimisation;
« Pseudonymisation;
« Transparency;

» (Creating and

Use of

Allowing individuals to monitor processing; and
improving security features on an ongoing basis.

Privacy Impact Assessments (PIA) where appropriate.

Records of processing activities (documentation).

Obligation to pr

In many circumstances, C

ovide comprehensive, clear and transparent privacy policies.

ontrollers and processors will need to appoint Data Protection Officers (DPOSs).

acs.org.au
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Art. 37 GDPR requires designation of the data
protection officer in certain circumstances.

Art. 39 GDPR Tasks of the data protection
officer include at least the following tasks:

Art. 32 GDPR Security of processing

i
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uwcdptofdammecwmw
tosks referred to in AFUCE 39

to inform and advise in rmmmﬁmwmm (including AItL.
37 GDPR Security of processing)
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ACS Cyber Security Specialism
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tralia by the ACS.

level of Assurance,
n Minister Assisting the Prime Minister for Cyber 5

growing shortage of cyber security expertise.

Developed In AUS
ecurity, the Hon Dan Tehan in Canberra in

Designed to provide a

t aunched by Australia

Sept 2017.
Adopted by IFIP IP3 as a new specialism certification
tation of the Australian international Cyber Engagement Strategy announ

ACS support for the implemen
| for Foreign Affairs in October 2017.

Trust and to address the

for member societies around the world.
ced by the

Raise professional standards for cyber security specialists.

Highlight the Duty of Care for cyber security professionals.
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Rackground

‘ertified professional

certified Technologist (CI

(CP) IS aligned to

ACS orofessional Certifications

level 5 of the Skills Frame

) is aligned 1o level 3 of the Sk

ills Framework for the Infor

work for the information Agé accredited by IFIP IP3.

mation Age accredited by IFIP IP3.
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ACS Professional Certifications
artified Professional — Cyber Security

Reflecting the multi-disc

N ESS

An applicant must be able to demonstrate in-depth capability In
the Skills Framew

iplinary nature of Cyber Security, flexibility was conscl

ork for the information Age (SFIA). SFIA skills must be

ously built into the specialism assessment

four skills from the following list of level 5 (or higher) of
from the following skills:

IT Governance Security Administration
Programming/Software Development

Information Management
Information Securnty
Information Assurance
Business Risk Management

Penetration Testing

Systems Software

Testing
Asset Management
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in-depth capability in four skills from the following list of level 3
e following skills:

n applicant must be able 10 demonstrate
ge (SFIA). SHIA skills must be from th

sher) of the Skilis Framework for the information A

iInformation Management Asset Management

Information Security Change Management

Information Assurance Security Administration
Incident Management

Business Risk Management
Systems Development Management Conformance Review
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ACS Professional Certifications

HRacKerouri (1
viation, banking and finance, audit anc risk. consulting, healthcare.

certified Professional (Cyber Security) across d
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The value of training your
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How the e-CF can be used in
the education system for
ICT Professionals
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The e-CF at the Com pute_r
Science Faculty of Technical

University

The Faculty of Electrical and Corrrputer
Engineering of Rzeszéw University of

Technology (Poland)
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..high school and vocational
school students

 the foundation of the creation
of the future ICT professionals

... the foundation for the
development of the future ICT

professionals
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school management,
employees,

teachers,
headmasters,

entrepreneurs
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BLANK SHEETOF PAPER

Using the e-CF and its 40
competences helped to speed Up

our work

So we took the competence
framework, we went through its
4o competences and on this base

we actually created a common
language




For our goals the 4th dimension
< the most useful one.

“GSamples of knowledge and
<kills relate to e-Competences In
dimension 2. It means relate to

4,0 competences identified In

total provide the European
generic reference definitions of

the framework.”
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in my opinion the e-CF is the
most f‘natureu framework that

The use of e-CF terminology

helps stakeholders who create

descriptions of new protessions
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in high and vocational

& :
LEL‘L-_] h

schools with.

R T e TR Wm‘.\—m e ———
- ‘ & l- = H
A - x e E ¥ l




LIESBETH RUOFF - VAN WELZEN

> P CHAIR SIG DIGITAL SKILLS KNVI ’ . Redact
e MEMBER OF CEN COMMISSION TC428
"1 Optimize PD
2, Fill & Sign
9
KNV
( L I f. % ;
’? Convert and edit PDFs

with Acrobat Pro DC
—— *f'f‘:'_ij-:*‘;i-
S o PN O s I
125



|
]
|
I
|

'.:-'I.'-_'ﬁ-l—'—-m-'r'—'-l_li_p——l
= R L |
1 sl £ i
= >
e

o ".HE‘ -
B Tl 0t [T l'_' .-r-l- . o D
T e N bt o sy X

R -

; 1026
A& T WD 4 W ENG 21 Sep 2013




— B

= I
e
il —

; - ¥ gl T L
x [ L E . -
' s H ol 4 1 s el
" . b 11.'_ e | _
-
i = - 4
iy i i— ?
e i e i it "
R e
e it

|
; ~ ’ 5 @ T n.-:r ;
i p LXPA e
|
a _-hy reate POF
)
"
4 £dit POF
|
|
{ omment
'4 Combine File
4.'1”3]"'”:" pdﬂ
EACTETTEER
e e
e L
i e - P
ﬂl‘ﬂﬂﬂﬂ 4
- S G 4 Redact
o o ek 0 ARl e &N -
N nl GaR e i ol
Frotect

Convert and edi!
with Acrobat Pr

Figure 4: 30 European ICT Professional Role Profiles (generation 2) in seven families (generation 1) at the top tart Free Tna

of the European ICT Profile Family Tree

s

[}
- 4

4 M X0 B /iR




STARTING POINT:
WE NEED DATASCIENCE PEOPLE:

Role. g
Profiles
EUeCF & :

-

J:!

*® 8 4 X orma x ®» PE
.-1‘:." b .".'j ol ! L L] A
- 1 5 .

T T r—.------.._.-.p-.-.‘.
. .. - - s i "'_'.:u;*' &

| ’ 4 S e
| 0 e

» " -‘;

i ot
: L g

ot -

e
i

e

[
= ol L -
[ - g By
— b i ::.-
= 5 -l -
- o i L] 1 L
o o bils . 5 r
L
AR ”

:: *‘ L ¥
g By ¥

X
iy

s e e S

i i | —" i

Profiles W A

and
Edison

4]

ﬂ‘ﬂ \
3 £ & ENG 21 Sep 2018



Rew ow

'y NN

Help

OFFCE REMOTE

Soda PL

L . 30 peplace *
~_ Amange % P |P|(l£
fanting Voe Picknt

213 v 40 S 61 7 +8 19110011131

partnering for Trust in Digital

J L
i - O

Assess,
certify and
maintain
professional
standards




	IMG_9116
	IMG_9117
	IMG_9118
	IMG_9119
	IMG_9120
	IMG_9121
	IMG_9122
	IMG_9123
	IMG_9124
	IMG_9125
	IMG_9126
	IMG_9127
	IMG_9128
	IMG_9130
	IMG_9131
	IMG_9132
	IMG_9133
	IMG_9134
	IMG_9135
	IMG_9136
	IMG_9138
	IMG_9139
	IMG_9140
	IMG_9141
	IMG_9142
	IMG_9143
	IMG_9144
	IMG_9145
	IMG_9146
	IMG_9147
	IMG_9148
	IMG_9149
	IMG_9150
	IMG_9151
	IMG_9152
	IMG_9153
	IMG_9154
	IMG_9155
	IMG_9156
	IMG_9159
	IMG_9160
	IMG_9162
	IMG_9163

